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FEDERAL COMMUtJlCATIONS COMMISS'O~I
OFFICE OF SECRETARY

Re: C-Two-Plus Technology, Inc. Petition for Reconsideration
CC Docket No. 92-115

Dear Ms. Farquhar:

AT&T Wireless Services, Inc. ("AWS") hereby responds to the many
submissions regarding the pending Petition for Reconsideration of C-Two-Plus
Technology, Inc. ("C2+!') filed with respect to the Federal Communications
Commission's Report and Order, 9 FCC Red. 6513 (1994) ("Order"), including C2+'s
most recent ex parte submission to Chairman Hundt dated February 14, 1996. A copy
of this letter will also be forwarded to the Secretary of the Commission for inclusion
in the administrative record in CC Docket No. 92-115.

A. THE CONDUCT OF C2+ AND ITS EXTENSION PHONE
FRANCHISES HAS BEEN ANTI-CONSUMER AND IN DIRECT
VIOLATION OF THE COMMISSION'S ORDER

The Commission should carefully consider the conduct of C2+ and its
franchises while the Petition of C2+ for Reconsideration has been pending -- it has
been nothing short of contempt, both for the Commission and the law. The
Commission's Order has been in full force and effect, prohibiting C2+ and its
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undisclosed franchises from emulating cellular phones. Yet, C2+ and its coterie of
extension phone companies have continued to flaunt the Order across the country. 1

AWS is aware of no authority or rule that permits a petitioner before the FCC
to engage in prohibited conduct pending the outcome of reconsideration of a rule.
While C2+ may argue that the Commission's anti-cloning rule is unfair because C2+
did not participate in the rule-making or that the rule is not based on record evidence,
C2+ may not disregard that rule on its belief in the efficacy of these arguments. The
Commission has repeatedl) made clear that:

1. Knowing use of a cellular telephone with an altered ESN violates FCC
rule (§ 22.377) requiring use of type accepted equipment.

2. Use of equipment that carrier has not authorized for use on its system
constitutes violation of Section 301 of Communications Act of 1934, as amended (47
U.S.C. § 301).

3. Any individual or company that knowingly alters cellular telephone to
cause it to transmit ESN other than the one originally installed by manufacturer is
aiding in violation of FCC rules.

4. Use of C2+ altered cellular telephones constitutes a violation of the
Communications Act and FCC Rules.2

1 Not only does C2+ continue to violate the law, but they also actively misrepresent the
statements of Commission staff to courts and the public. For example, in litigation between C2+ and
various cellular carriers pending in federal court in Alabama, C2+ has asked the industry to admit
that Steve Markendorf and John Cimko made statements to the press that C2+ was not subject to
Commission jurisdiction and that its activities were not illegal. See Plaintiff C-Two Plus
Technology, Inco's Modified Requests for Admission, Nos. 2, 23 & 24. These Requests, of course,
mischaracterize the statements of the individuals in question as well as the position of the
Commission and may result in the need for Commission staff to be available for deposition and/or
trial to explain the erroneous allegations of C2+.

2 See C2+ letter to Chairman Hundt dated February 14, 1996, Attachment 1 at 2 ("Agenda
for July 27, 1995 Ex Parte Presentations")
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Disregard for the law and the Commission's rules demonstrates that C2+'s
Petition is not about providing consumer services, but rather is about its own profit at
the expense of the consumer and the service provider. To illustrate the point, it is
necessary to review briefly the emulator suits over the last nine months, copies of
which have been provided previously to the Commission by the Cellular
Telecommunications Industry Association ("CTIA").3

There have been at least seven cases to date permanently enjoining emulators
from engaging in extension phone cloning4 and more are pending in the courts. In
those cases, the extension phone companies have argued, among other things, that
(1) the FCC's Order is a mere policy statement not entitled to any weight and
unenforceable as a matter of law under Section 40l(b) of Title 47; (2) even if the
policy statement were an enforceable order, emulation does not violate it because the

3 C2+ recently has cited some of these cases to the Commission as evidence of carrier efforts
to enforce the law against "small providers of cellular extension phone services." See C2+ letter,
supra note 1 at 2. As noted in more detail below, these so-called "small" companies are for the most
part local franchises of C2+ and other cloning service providers. They are distributors of illegal
cellular phones, the profits of which C2+ readily shares and enjoys. C2+ also suggests that these
"small" providers have agreed to injunctions because "they did not have the financial ability to
engage in protracted litigation with carriers." Jd. To the contrary, several of the cases cited below
have been fully briefed and argued to the court, resulting in binding decisions to enjoin unlawful
behavior.

4 See Houston Cellular Telephone Co. v Nelson, No, 95-617 (S.D. Tex., Mar. 15, 1995);
Southwestern Bell Mobile Systems v. Cell Phone Extensions, No. 4:95-CY-796-CAS (E.O. Mo., May
24, 1995); Nynex Mobile Communications Co. v. Cellular Emulation Services, No. 95 Civ. 4335
(S.D. N.Y. 1995) (Settlement); Miss. Cellular Telephone Co. v. Cellular Extension Phone Services,
No. I :95CY311 BrR (S.D. Miss. June 13, 1995); MCC/McCaw Cellular v. Cell Phone Extensions,
No. 3- 95-660 (D. Minn., July 19, 1995); Alltel Mobile Communications ofArkansas v. Phone Clone
and Cell Ex, No. Lr-C-95-544 (W.O. Ark., Sept. 18, 1995); Palmer Wireless v. Marshland
Communications, No. CY295-201 (S.D. Ga., Dec. 29, 1995); Midwest Cellular Telephone Co. v.
Meyers, No. CIY-96-31-R (W.D. Okla., Jan. 8,1996); and US West NewVector Group v. Cell Phone
Extensions, No. CIY 95-1700-PHX-SMM (D. Ariz., Feb. _, 1996). Metroplex Telephone Co. v.
Ellis, No. 3:96-CY-0449-D (N D. Tex., Feb. 15, 1996) is pending in the Dallas Division. CPSJ v.
Florida, No. 95-13347( 18) (17th Judicial Cir., Broward Cty 1996) upheld the Florida anti-cloning or
emulation statute against a constitutional challenge by an admitted extension phone c1oner.
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Order only applies to equipment whose initial type-acceptance was sought after
January 1, 1995; and (3) carriers are not injured by the conduct even ifit is unlawful.

To add insult to these frivolous legal positions, the extension phone companies
also have asserted that courts should not hear the carrier's injunctive relief cases at all
because the Commission is "reconsidering" the rule, implying that the petition will be
granted and citing Commission inaction as proof. While courts have uniformly
rejected all of these spurious claims,5 the actions ofC2+ and its local franchises before
the courts speak volumes about C2+'s contempt for the Commission, consumers and
licensed carriers and is the shape of things to come should the Commission grant the
Petition.6

5 We do not review the responses to each of the defenses raised by C2+ companies inasmuch
as carriers across the country have done so in pleadings already provided to the Commission under
separate cover. Of course, the Commission itself is best situated to recognize the bald-faced attempt
to mislead the courts and the public. Howard Davenport recently continued that the Commission
viewed C2+ technology as unlawful manipulation of the ESN:

Maintaining the integrity of the ESN is key to preventing cellular fraud on
today's analog cellular systems. While it has always been the Commission's
view that altering the ESN violated the rules, we proposed a new rule section
that explicitly required, among other things, that the ESN must be
programmed into the equipment at the factory and must not be alterable,
removable or in any way able to be manipulated in the field.

Remarks of Howard Davenport, Chief, Enforcement Division, Wireless Telecommunications
Bureau, before the Communications Fraud Control Association, Nashville, TN, September 1995,
reprinted and summarized in The Communicator, Nov./Dec. 1995 at 7. Yet, C2+ has not heard the
Commission or worse, simply chooses to ignore it.

6 It can only be contempt when one of the cloning companies asserts that the Commission's
Order is inapplicable to his operations because his company does not "utilize equipment or software
from C2+, but instead uses different technology licensed from two other independent sources." See
US West NewVector Group v. Cell Phone Extensions, No. CIY 95-1700-PHX-SMM (D. Ariz., Feb.
_' 1996), Defendant's Responses to, and Partial Cross-Motion for, Partial Summary Judgment at
10-11. C2+ emulators, like street-corner cloners, recognize the market opportunities present in an
enforcement vacuum -- they multiply to fill the void and carrier and customer both suffer.
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It is obvious that C2+-based companies interfere with the carrier-customer
contractual relationship because subscriber service contracts generally require the use
of only one cellular phone per mobile identification number ("MINff ) and electronic
serial number (ffESNff ). More subtle than this unlawful interference with contractual
relations, C2+ and its cloning companies dupe generally innocent customers into
paying $250 or more for an illegal phone that the cloning companies know will be
shut down when discovered by the carrier. Of course, these storefront operations are
short-lived and frequently disappear as quickly as they appear, having made the quick
profit from the consumer and leaving the subscriber with no recourse for the loss.

While C2+ has accused cellular carriers of being anti-competitive and anti­
consumer, it is the extension phone companies that have done the public a disservice.
The Commission should review, for example, the extension phone contract obtained
from one such service in Fort Worth, Texas. 7 The indemnity clause provides in part:

. . .. I hereby authorize and empower Second Cellular as my
agent to perform the emulation as required on my behalf. I
further certify that all equipment connected to this line will be
used in a legal manner and hereby agree to indemnify Ellis
Communication Corporation, d.b.a. Second Cellular of all
liabilities and responsibilities, cost, and expenses which may be
incurred by. the use of [sic] non-use of this line, phone,
equipment, emulation, and enhancements without reservation and
I further waive any rights I may have to pursue an action, claim,
or suit against Second Cellular and Ellis Communication
Corporation due to any act or omission.

Similar indemnity requirements can be found in other such contracts. For example, an
almost identical indemnity clause appears in Houston's Cell Time Cellular (ffCTC")

7 See Metroplex Telephone Co. v. Ellis, No. 3:96-CV-0449-D (N.D. Tex., Feb. 15, 1996).
Exhibit A hereto is a copy of the contract.
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contract.8 CTC, of course, admitted fully during court proceedings that it was the
exclusive agent ofC2+ in the Houston area.9

The plain intent of these indemnity provisions is to attempt to shield the C2+
extension phone companies from liability once the consumer learns that use of a
cloned extension phone violates both the law and the subscriber contract. No doubt,
such drag-net indemnity provisions likely are void as against public policy, but the
consumer knows no better until it is too late and any hope of recourse against the
extension phone company is gone.

The record also discloses that the extension phone companies have no interest
in ensuring the integrity of the operating network. The extension phone cloner in
Houston, for example, claimed "there was no limit to the number of extension phones
that could be on the same number."IO He urged the carrier's undercover investigator
to get "an additional cellular phone emulated for [his] mother or any other loved one."
When told that the investigator's mother lived in Florida, the cloner said "that the
emulated phone would still work in Florida in a 'roving-roaming' capacity."ll

Most of these extension phone companies advise their customers to avoid using
their phones at the same time. Of course, the reason to so inform subscribers is to

8 See Exhibit B hereto.

9 See Houston Cellular Telephone Co. v Nelson, No, 95-617 (S.D. Tex., Mar. 15, 1995),
Stipulation of Facts at 2-3, which states:

From December 15, 1994 to present Action Cellular Extensions, Inc., was
acting, by assignment, as the exclusive distributor in the Houston-Galveston
Metropolitan area, of the C2+ Technology, Inc., technology for the
emulation and reassignment of the Electronic Serial Numbers in Cellular
Telephones, and a provider of the service made possible by that technology.
In the regular course of business, a portion of the revenues received as
distributor and service provider were remitted to C2+ Technology, Inc.

10 See Houston Cellular Telephone Co. v Nelson, No, 95-617 (S.D. Tex., Mar. 15, 1995),
Affidavit of Robert Edwards at 2.

11 [d.
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assist them in avoiding detection by the carrier's fraud prevention system, not to
preserve the integrity of the operating system. The New York extension phone cloner
provided its customers with this special notice:

It is important to note that ONLY ONE PHONE BE ON AT A
TIME. Should more than one phone be on at the same time, you
may be in violation of your Carrier's tariffs and in some
instances, service may be terminated. DO NOT TAKE BOTH
PHONES ON ROAM! FRAUDWATCH Programs WILL
DEACTIVATE YOUR NUMBERI !! 12

These cases highlight what C2+ has attempted to obfiscate in all of its
submissions: there are fundamental cellular phone service problems inherent in the
use ofC2+ technology. Again, to use the words of the New York cloner giving advise
to its customers: "[i]f two people share one cellular phone number, situations could
arise in which the incoming calls could reach the wrong party or be possibly
unanswerable, or outgoing calls may not be completed." 13

The New York cloner company provided specific examples that underscore the
fact that the extension phone companies all understand and believe that the extension
phones inevitably will be utilized by the subscriber at the same time:

A. To receive incoming calls it is important that only one
designated phone be powered on at any given time. If both
phones are on, incoming calls may be unanswerable.

B. If two outgoing calls are being attempted at the same time,
it may be that neither call will go through.

C. If a call is in progress on one phone (IN USE) and an
outgoing call is attempted on the other phone, the outgoing call

12 Nynex Mobile Communications Co. v. Cellular Emulation Services, No. 95 Civ. 4335
(S.D. N.Y. 1995) (attached as Fxhibit C hereto).

13 Nynex Mobile Communications Co. v. Cellular Emulation Services, No. 95 Civ. 4335
(S.D. N.Y. 1995) (attached hereto as Exhibit D).
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may not be completed. End call attempt, then try again later.
There will be no effect on the call that was originally in progress.

D. If phones will be used by more than one party, it is
suggested that a system be devised for their use. 14

The record reveals that there is no effective way to ensure that a subscriber
would not power simultaneously the unlimited number of phones provided by
extension phone companies, whether such phones were lawful or not. Not only do
such circumstances create inconveniences for cellular customers, they impose
tremendous costs on the carrier who undoubtedly will be flooded with complaints
about the operating environment and reliability of cellular communications. None of
these customer care issues is, or can be, resolved by the C2+ proposals.

In sum, the Commission should view the conduct of C2+ and its franchise
companies while the Petition for Reconsideration has been pending as illustrative of
the very problems carriers could expect if the Petition was granted even in part. That
is, carriers can expect extension phone franchises to mislead subscribers and
subscribers to misuse extension phones -- at tremendous cost to the carrier and to the
sole profit of C2+ and its llcensees.

B. THE TECHNOLOGICAL COST TO SYSTEM INTEGRITY
FROM C2+ TECHNOLOGY IS HIGH AND FRAUD WILL
FLOURISH

In its ex parte letter of August 11, 1995, C2+ incorrectly asserted that all
parties present at the July 1995 meeting "agreed that there is no technical basis for the
commission [sic] not permitting an ESN change in the field if a customer requests an
extension phone or a [sic] needs a loaner phone."ls Apparently, C2+ did not hear
clearly the position of AWS at the meeting. There is a significant technological and

14 Id. (emphasis added).

15 Independent Cellular Services Association letter to Regina M. Keeney dated August 11,
1995at2.
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economic cost to both the carrier and the integrity of the operating system directly
related to C2+ technology emulation.

The fact that C2+ technology imposes such costs on carriers and damages the
network is, in fact, the central point of the Report of Dr. Richard Levine, submitted by
C2+ in support of its Petition for Reconsideration. He says that "multiple emulated
extension mobile stations are indistinguishable from a single mobile station, as already
effectively stipulated by everyone who has commented on this topic, and apparently
accepted by the Commission as we11."16 There are at least four major consequences
that flow from this striking C2+ admission:

First, as set out in Section A above, that neither C2+ nor the Commission can
control subscriber behavior to prevent simultaneous multiple phone usage. 17 Thus,
there will always be at least one free cIoner call available on the network because
carriers will never have the capability of determining whether the second call is a
clone or an "extension," absent extraordinarily costly procedures to veritY the usage
with the customer -- costs apparently to be borne solely by the carrier under the C2+
proposal.

Second, advanced fraud-fighting techniques such as RF "fingerprinting," which
creates a distinct RF profile to validate calls for each phone, will not work with
extension phones without significant alterations in the current cellular system -­
changes again apparently C2+ would have the carrier bear. Otherwise, an emulated
phone would lack the RF "fingerprint" associated with the unique ESNIMIN
combination of the original unit and would therefore fail the "fingerprint" test and be
terminated by the carrier as a cloned phone.

Third, industry standard authentication technology -- the strongest anti-fraud
weapon --being deployed by AWS in all of its markets basically renders extension

16 See R.C. Levine, "Report on ESN Emulation and Cellular Phone Extension Service"
("Levine Report") submitted by C2+ on July 7, 1995 at 19.

17 The contrary fiction -- that subscribers will always use but one phone at a time, not that
multiple phone registrations is not harmful to the network -- is the house of cards C2+ has built to
advance its petition. The extension phone house falls apart immediately and completely once the
magnitude of Dr. Levine's and C2+'s admission is understood.
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phones unusable in the home area. To accommodate C2+ and provide authentication
to reduce fraud, carriers once again would either have to re-engineer the
authentication industry standard or perform services for C2+ customers to ensure that
their "cloned" authenticated phones work on the network. Once again, C2+'s proposal
is all risk and liability for the carrier and all reward for itself.

Fourth, introduction of multiple cloned extension phones into the market would
violate the Communications Assistance to Law Enforcement Act of 1994 because
carriers would be unable to expeditiously isolate calls as required by that Act. 18

1. The "One Free Clone Phone Call" Rule Resulting from C2+
Technology

The Levine Report is premised mainly on the unsupported proposition that
putative subscribers will never use their phones simultaneously. 19 As noted above and
demonstrated by the record in the emulation lawsuits, no one can guarantee such
consumer behavior and the C2+ companies actually plan for the opposite to occur
notwithstanding their public position to the contrary.

The question then becomes what steps will a carrier undertake in the face of
wide-spread extension phone deployment. As the Commission knows, carrier anti­
fraud measures are designed specifically to detect multiple registration of the same
ESN/MIN combination in different parts of the cellular network and to terminate
services to those phones. As of February 1995, there were 25 million cellular
subscribers and each day 28,000 new customers sign up for services.20 Even if only a
small percentage of that customer base acquired an extension phone through C2+
technology, the current fraud management systems employed by carriers would be
challenged beyond capacity to weed out unauthorized calls.

18 Public Law 103-4]4: 47 U.S.c. §§ 1001-1010.

19 Levine Report at 1-4

20 Cellular Telecommunications Industry Association Wireless Factbook at 6-7 (Spring
1995).
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Bluntly put, carriers likely would not challenge simultaneous calls because the
cost ofdoing so would be enormous.21 This is the "one free clone phone call" rule and
it will cost carriers and customers millions of dollars.22 More to the point, though, the
costs associated with this cellular fraud would be borne not by C2+--who would
generate the corresponding fraud risk--but by the carriers and their customers.23

The problem is magnified by the number of extension phones in service.
Nothing in the C2+ submission suggests that there would be only one additional
phone per customer available. To the contrary, the rule change proposed by C2+
would permit unlimited extension phones, which would pose unlimited risk to the
carrier.24

21 This fact is recognized in the Levine Report where he admits that the only solution to the
multiple registration problem is for the carrier to "ignore" the simultaneous registrations. Levine
Report at 40. This solution, he admits, results in the "customer abandoning a certain very slightly
higher level of fraud protection." ld. Of course, it is the carrier that bears the risk, not the customer,
and the cost to fraud prevention distributed across the network and subscriber base is not slight, but
enormous.

22 The fraudulent use of cellular telephones now costs the industry more than $1 million
every day. The cellular telecommunications industry's fraud losses have grown from a $100 million
problem in 1991 to more than $365 million in 1994. Although these fraud losses are not charged
directly to the cellular subscriber whose phone was cloned, the cost of fraud is passed on indirectly
through increased airtime rates Aside from the costs incurred by cellular telephone subscribers, the
general public is also at risk from garden-variety criminal activity associated with cloning fraud,
including drug trafficking.

23 Cellular carriers have opposed deployment of the C2+ technology because of.its serious
compromising of the cellular network and the resulting adverse consequences. Cellular carriers have
instead sought to deploy a comparable service that does not undermine cellular system integrity.
This has required the development of appropriate software, which must be made consistent with the
specific capabilities and technical specifications of the cellular switch in each market where a carrier
includes a "cellular extension phone" offering. Thus, the service will be deployed over time where
market demands warrant and cellular systems are capable of absorbing the additional services.

24 "A cellular carrier may not deny service to a cellular subscriber based on the subscriber's
use of one or more Secondary Cellular Mobile Stations.... " C2+ Proposed Rule Section 22.919(f).
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Thus, carriers could be faced with multiple simultaneous registrations of a
single ESNIMIN combination. Even if the carrier knew which customers had
extensions phone and how many -- a data base solution the building and maintenance
cost of which C2+ again would place squarely on the carrier -- there would be no way
to determine whether the simultaneous call was a clone or extension phone
registration. The most valuable tool in the carrier's fraud fighting arsenal would be
lost or the cost of it would soon outweigh its value.

This undeniable impact on the fraud management capability of carriers renders
superfluous C2+'s claims that its technology is only utilized by legitimate cellular
customers.25 Obviously, carriers have no way of knowing whether multiple
registration of ESNIMIN pairs is the result of C2+ emulation, or cloning fraud.
Although C2+ finds significant the absence of carrier complaints about C2+ customers
engaging in fraud, C2+ itself recognizes that a cellular carrier has no concrete way of
identifying the C2+ customer.26 In fact, cellular carriers routinely terminate service to
cellular numbers when the same ESNIMIN combination registers on the system in
more than one location. Notwithstanding C2+'s speculation to the contrary, some
percentage of these fraud alerts certainly are due to the activities of C2+ customers.
The point, however, is that in the future, such fraud alerts would be the norm under
the C2+ proposal.

2. RF Fingerprinting Incompatibility

RF "fingerprinting" is an advanced fraud-fighting technique that creates a
distinct RF profile to validate calls for each ESN/MIN. Carriers have spent significant
funds in the research and development of this tool and it will be deployed around the
country shortly.

Unfortunately, RF fingerprinting will not work with extension phones absent a
significant investment by carriers in the network to somehow accommodate multiple
registrations. Not only will such changes render existing data storage and
methodology obsolete, but new systems would have to be developed to accommodate

25 C2+ Petition for Reconsideration at 5.

26 See C2+ Petition for Reconsideration at 9, 12.
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extension phone fingerprints. Cross-reference of multiple extension phones in a data
base would be required. Maintenance of such a system for current subscription would
be necessary. Enrollment by the carrier of each fingerprint into the system would be
necessary.

C2+ does not address the cost of these major modifications nor does it propose
to pay for the changes. The cost would fall on carriers and customers while C2+ and
its cloning companies reaped the pure profit.

3. Authentication Products Render Extension Phone Products
Unusable

Authentication is the process whereby the cellular network verifies the claimed
identity of the subscriber to protect the network against unauthorized use and theft of
services. While it is analogous to a password associated with user ID on a computer,
in the cellular environment, the password is "dynamic," changing on every access
attempt.

While there are a variety of authentication methods available, authenticating
industry standards were developed in 1993 and it has taken industry 4 years to build
this complex technology into the cellular phone and network. AWS is in the process
of deploying authentication in all of its markets today. The industry standard
integrates the ESN as part of the algorithm and it is not transferable between mobile
units. Transferring an ESN between two authentication-capable phones will render
the "extension" clone inoperable on AWS's network.

Remarkably, C2+'s argument is not that authentication could put them and all
other cloners out of business; rather they argue that the Commission should reject the
current industry authentication standard because it does not allow for ESN transfers.
As Dr. Levine's Report and the C2+ proposed rule demonstrate,27 C2+ would have the
Commission impose a standard that requires transferable authentication modules,
much like the European SIM card.

27 See Levine Report at 6-8.
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Essentially, C2+ asks the Commission to penalize carriers that already have
adopted the industry authentication standard and who have incurred significant
research, development and deployment costs in an authentication product different
than that proposed by C2+. Moreover, C2+ asks for a C2+-only standard so that they
can remain in their cloning business. In sum, C2+ asks for nothing less than a
complete re-engineering of the authentication standard, the cellular phone product and
the network itself for their benefit and at the exclusive cost of carriers.

4. C2+ Will Undermine The Ability Of Carriers To Meet
Surveillance Requirements Under CALEA

The Communications Assistance to Law Enforcement Act ("CALEA") was
signed into law on October 25, 1994. That law sets forth law enforcement's
requirements for the surveillance of wire or electronic communications. Extension
phone services as proposed by C2+ will make compliance with CALEA virtually
impossible for carriers and will substantially interfere with legitimate law enforcement
activities.

Congress enacted CALEA to address the recent and continuing advances in
telecommunications technology that have impaired and, in some instances precluded,
law enforcement agencies from fully conducting various types of court-authorized
electronic surveillance. The primary purpose of CALEA was to clarify a
telecommunications carrier's duty to assist law enforcement agencies with the lawful
interception of communications and the acquisition of call-identifying information.

To ensure that law enforcement agencies can conduct authorized surveillance
of wire or electronic communications, CALEA requires that telecommunications
carriers meet the assistance capability requirements.28 Under Section 103 of CALEA,
a telecommunications carrier must ensure that its equipment, facilities, or services are
capable of "expeditiously isolating and enabling law enforcement, pursuant to a court
order or other lawful authorization, to intercept, to the exclusion of any other
communications, all wire and electronic communications carried by the carrier within
a service area to or from equipment, facilities, or services of a subscriber of such
carrier concurrently with their transmission."

28 See Section 103 ofCALEA (attached hereto as Exhibit E).
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A telecommunications carrier must, likewise, ensure that its equipment,
facilities, or services are capable of "expeditiously isolating and enabling the
government, pursuant to a court order or other lawful authorization, to access call­
identifYing information" before, during, or immediately after the transmission of the
wire or electronic communication and "in a manner that allows it to be associated with
the communication to which it pertains."

If C2+ were allowed to alter or otherwise manipulate an ESN so that two
mobile stations transmitted the same ESN/MIN pair, it would interfere with law
enforcement's ability "to intercept, to the exclusion of any other communications," the
electronic communications of a subscriber. Carriers would not be able to
expeditiously isolate the targeted communication. Even if the extension phone
subscriber used only one phone at one time, the result would be the same. There
would be multiple phones with the same ESN/MIN and no way to know which phone
was in use by whom.

AWS believes that the Commission should solicit the views of the Federal
Bureau of Investigation and law enforcement in general on the impact of C2+
technology on electronic surveillance before taking any action on, other than to deny,
the Petition for Reconsideration.

C. THE ECONOMIC COST OF EXTENSION PHONE CLONING
FALLS SQUARELY ON CARRIERS AND THEIR CUSTOMERS

It should be clear from the above that C2+ is naive at best when they state that
C2+ extension phone cloning creates no cost to carriers and only provides benefits to
consumers. In essence, what they propose is to profit from the sale of phones that
would require a wholesale revamping of the cellular industry while paying none of the
costs and assuming none of the risks associated with the changes.

If the C2+ Petition and proposed rule were translated into carrier requirements,
AWS would have at least the following obligations:

(1) revamp its fraud management system to ignore multiple registrations from
extension phone customers or hire new staff to investigate each simultaneous
registration; in any event, increase staff and dedicate more resources to fraud;
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(2) retool its RF fingerprinting research and development to accommodate
multiple mobile stations, including but not limited to acquiring new
software to facilitate cross-referencing, adding data storage capability,
provide enrollment access to extension phone companies or add new staff to
accommodate enrollment through authorized dealers, add new staff to
maintain the extension phone RF data base and to deal with proposed
manipulations of ESNs in the field for repairs;

(3) abandon industry standard authentication technology;

(4) increase customer care representatives to deal with customer complaints
associated with dropped calls or service denial when two or more extension phones
are used at the same time, and to deal with the dissatisfied customers who do not own
emulated phones but experience service degradation anyway;

(5) related to (3), determine the manner in which to deliver calls to the
subscriber in the event two or more phones are powered on and deal with the customer
complaints;

(6) determine what procedures, staff and resources would be required to
respond to C2+ extension phone service requests as proposed by C2+, which expects
"immediate" response from a carrier if it disagrees with the subscriber status;

(7) determine the changes in equipment and network capacity necessary to
meet the assistance to law enforcement requirements of CALEA;

(8) study demands on the system due to emulation and expend resources to
adjust capacity to accommodate emulated phones; and

(9) modify subscriber contracts to permit extension phone services.

This simple iteration of obligations imposed on carriers discloses the
complexity of C2+ proposal and the fallacy that there are no costs associated with
their proposal. In effect, subscribers will pay for extension phone services -- first in
the enormous price paid to the extension companies for the virtually costless cloning
service and then in the increased price carriers will need to charge for general service
to offset the liability and risk incurred as a consequence of the C2+ cloning
operations.
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D. DEFECTS IN C2+'S PROPOSED RULE UNDERSCORE THE
POTENTIAL FOR INCREASED FRAUD AND THE IMPACT ON
CARRIERS

AWS does not support any change in Section 22.919. The changes proposed
by C2+ would have far-reaching and deleterious effects on carriers and must be
rejected.

First, under the C2+ proposed rule, ANY person can clone a phone lawfully.
Emulators would not be limited to authorized dealers.29 The prospect of unlimited,
unlicensed cloners lawfully possessing cloning equipment for the putative purpose of
creating extension phones serves no valid public policy interest. AWS submits that a
much more lucrative market will exist for these "enterprises" if the Commission finds
that possession of such cloning equipment no longer carries the inference of
fraudulent use for purposes of 18 U.S.c. § 1029.

Second, there would be no monetary or legal relationship between the emulator
and the carrier, yet the carrier would be obligated to provide the service and respond
to any complaints. What remedies, recourse or protection does C2+ provide for
carriers in its rule when extension phone service providers fail to properly instruct
subscribers on the use of the extension phone or authorize service improperly? How
will the carrier be protected in such a relationship?

Third, C2+ proposed that the carrier bear the immediate risk of subscription
fraud. The extension phon(~ company, under the proposed rule, need only call or fax a
notice to the carrier of the proposed emulation.30 There is no requirement to obtain
authorization from the carrier; rather, there is a default rule that the emulation can
proceed unless the carrier "immediately" objects on one of three limited grounds.3l

Obviously, this procedure is a license for subscription fraud or a mandate for

29 C2+ Proposed Rule Section 22.919(d).

30 C2+ Proposed Rule Section 22.919(d)(1).

31 C2+ Proposed Rule Section 22.919(d)(3).
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increased staffing and resource requirements within the carrier organization to service
the C2+ business without compensation.

Fourth, C2+ places the entire burden on the carrier to police the system for
simultaneous registrations and then authorizes the carrier in the proposed rule to
terminate service for such usage.32 Yet C2+ has taken great pains to convince the
Commission that such multiple registrations will not occur. This proposed rule
language speaks volumes about the likely misuse of the network by subscribers using
C2+ technology. The proposed rule also places the full burden on carriers to develop
procedures and rules of suspension and termination for the inevitable misuse of the
system. Once again, C2+ would profit while the carrier and customer would pay.

E. CONCLUSION

For all of the reasons set forth in this letter, the Commission should act now to
reaffirm its commitment to ensuring that carriers possess the tools to fight cellular
fraud. Further, the Commission should reject the profiteering proposal of C2+ and
protect carriers and customers alike from widespread cloning operations that would
undermine the integrity and foundations of the entire industry. AWS remains
available to answer any questions concerning this submission and to provide any
further information as needed.

Very truly yours,

f(o!§"(N!t,. M//(/
rql.J

Roseanna DeMaria
Vice President, Business Security

Enclosures

32 C2+ Proposed Rule Section 22.919(e).
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Second Cellular
(1Wo or more cellular phones on one number)

2A63-A Forest Park Blvd. • Fort Worth. Texas 76110 • (817) 924-5400

ORDER FORM FOR CELLULAR EXTENSION
Please complete all infonnation below, and the survey on the next Pille.

1. HOW DID YOU HEAR ABOUT US_.Lf'..::;.,:;"£,,,,-,i'!~'...:;'",IV.....:..."•..;;;."--"'(~r~t::...;.._.. · _

Z. lNPORMATION ABOUT YOU

Addrcu: C ty p,. ( / 7 J>

3. INPORMATlON ABOUT YOUR PRIMARY, ACTIVE CELLULAR TELEPHONE

Cellular Number:. L2L£) 76J ~.;;. 2.f Make and Model: & <", .4/0:'". {jr F fF:tH:",ws.l~~

6i5() 33
¥ouuy...m ID no. (A five d,,;, num"'. U..~~andcity if unknown)"_""...f:..,..,::7-1J,,l_/:...-.J.h'r;,,:,..,:;/..:..;t.;;.:.(;;.:J~::..;.~_'"""_'__

Lock Code (If Known) 1'<""""/ .....

Electronic aerial number (ESN). Thia is an eleven dicit decimal number which may contain only numbers 0 throqh 9
(IE: 13500123456), or an eilht di.it HEX number which may abo conrain the letten A throulh F (IE: 8ZA4D5FO):

(;... ": ". '~;"'D ., .. -~<...) C. \ . ,'JI"o..\)\ j;....

•• INFORMATION ABOUT YOUR SECONDARY PHONE (EXTENSION PHONE)

Make and Model: '-_...-::.."..... ,~,:. : \ ~. -...
, i.

Electronic Serial Number:,__·....;;,·\~-;::;;..' """,~;,;..') ....J\"---;J~~,....:-;;-~'--,,;;,;.;;...~.Jo\ ~j;-- _

Lock Code (If Known) _

S. AGREEMENT

,
i.

1. I have attached a copy of a recent cellular bill aa pmaf'that I am a valid cellular sublcriber.
2. I undentand that I will be billed for calla on aU extenl&on phones. thereby increuiOl revenue to my carrier. All calls

will appear on one bill. ,
3. I undentand that only one imoM should be powered on at a time.
4. I undemand that I can roam with any of my phones, but apin only one phone can be powered on at a time. Roaming

while two phonea are powered on may ICtivate the carriers anti-mud software which could tmninate my service.
S. 1understand that I cannot call from one extenaion to another. which iuhe same al home extenaion phones.
6. I understand that if any of my phones are lc»t or stolen, 1 mUit contact my clUTier and have my phone number

chanpd.

CEIlTIFlCATION: Under peaalty 01 perjury and mud. 1hereby c:ertily~ i' ;.; the UICr ICrivataf by my c:amerco~y (Cellular Service
Pla¥ider) (or the above Cellular Telephone Electraaic 5.iel Number .nd Telephone Number. I hereby .uc:barile and empower Second
Callular as my apnt tID perfonn the emularion as required CIa my behalf. I furmer~ that .U equipment conI\KtId to thilline will be used
in • lepl manner .nd hereby apee tID indemnify Ellia Communicarioa Corporation. d.b.•.• Second Cellular 01 alliiabilitiea and rapcmaibili­
ties. COlt, and cxpcNa which mIIy be inl:urred by the UIC 01 non·use 01 thil line, phone, equipment, emulation, and enhancementl without
n:IUYlItion and I further _ive .ny rilhu 1 mIIy have to pumse .n action. claim. or suit apinat Second Cellular .nd Ellis Communication==::::~~~cx:=n.~rtiRcation .nci'cliic~_I ~ completed the customerlurvey (on ch~-nn~~J;~t;~~ to

-, beat oJ my .bili~ , i~~;'" .,;.'.~~."~,~~I·i,:i·I';;...·, •••. ./c" "":,"',/ '. ~·;,t\·
• c. ~.. ." ~"""~~:;>;'i~:,"'~~

."Authorized User'. Sicnature:"'''';', .c, .'.'<1"
~f4<:'-';t"i'f
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r- CELLnM~ CELLULAR (eTC)I 5202. SYCAMORE VILLAS DL • ICINGWOOD TEXAS. 77345 • PRONE 6\ FAX 713.36a.868~

TO:

HOW DO I GET STARTED?

FAX [__1

Its as simple as l.2!

(1) TYPE OR PtUNT nns INfOltMAnON 1N BLACK [NK and send it ""'lh the pbone.

NlMAJltY fACl1VATEOl P'tlone: Make _

..DUllY ESN: _

SBCONDAlty .....: Mw _

QCONI)IoRY ERr: _

M«*l _

SllUAl." _

MOOIL _

S&:IUAL' _

(Yeu: criaW! PIpaI from the Deal.. t'r u:rrier shoa'd $how dle £~. If you CIIDDOt fdld it call your Dealer. IF YOU NEE1
FU'ltnrb ASSISTANCE. CALL ere 113-36G-1619

(2) Call (or pick lq) or lend the SECONDARY PHONE ONLY VlA UPS With thil (onu completed TO:

CELL TIME CELLULAR S2O% SYCAMORE vn.LA.S DR. KINGWOOD, TX '7'734!

O"_lIlalllC: ~: _

QIJ__- s- Zip _

D.Jti.. iItlaaa. (NOTyoua a:LJ.tJ1.AJl. PHONE '): C-J _
PMOflIEU'1"UUf ADOUSS _

I'BJP VIA: SlCOND DAY A1& lYe ( 1. UGtJUa••VlCE ( 1S ..Da.MaV ( 1s_

•• PLUS 16.00 if cbeck DOt lDdadecl with Order. Add $1.00 per SlO1 to iDsure over $5e

ceal.ICATION: U.... ,..at,of"'" 1M hid Ihfty.alr" I _ fill Kti,,_ '"1ft, CInW COIfIPIIIJ far the Ibo'
pO_ 'IaN.I~wit! ,_ C1'C _1ft, ApII_ ,.,. tI...... Oft"" .....,. I funIw cetrify In
I..i,_nt CI__ to'" liM wiII .-d. a ..... _ ...,..-. tnt-ifJere etI.u UMililill_ lalGlllibWli- .
..,.innmdby ..._ar_.,.......-.., _SH-._,.t a.ttI ...........

A........ UW. SlClNAl'UU (1.S) 0*: _

JaArD.: _
SOCIAL SlC'UlUTYe. PIDf -_

DA"MII!CD: _
£*IYIULICIIMSI._--­

AUlH' __

I
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SPECIAL NOTICE III

STOLEN PHONES AND OTHER SPECIALC/RCUMSTI\NCES

This technology was provided for you from information provided by you and atyour request
CES, INC. is not liable for:

(1) The use or non - use of the phones.
(2) Any failure to observe any laws or regulations.
(3) Any use which may constitute theft ofservices.
(4) Any use for fraudulent purposes.

If you encounter any problems, call (516) 921-3100 for assistance.

It is important to note that ONLY ONE PHONE BE ON AT A TIME. Should more than one
phone be on at the same time, you may be in violation of your Carrier's tariffs and in some
instances, service may then be terminated. DO NOT TAKE BOTH PHONES ON ROAMI
FRAUDWATCH Programs WILL DEACTIVATEYOUR NUMBER!!!

E:<HIBIT C

Your phone now has the latest CES, INC. tschnology installed, which allows you to have more
than one phone on the same number. This technology has been available for several years but
has been too expensive for a Carrier to provids. CES, (NC. has broken that barrierl

CUSTOMER NAME:

With CES, INC., your phone has the original security. The on'ginsl msnufactursr's software has
not been changed nor has anything been added physically to the phone which may violate its
FCC type approval.

...;~
Should your PRIMARY (ACTIVATED) phone be stolen, report this to your CaJTlBr imm6diately. 0:;'
00 NOT attempt to use the SECONDARYphonesines it will be blocked by the Carri. and any;,'
attempt to USB the line may result in you being investigated for using a phone on a line that has
been reported stolen.

Should your SECONDARY (EMULATED) phone be stolen, f8Quest your Carrier to change
your number. When this change is made, reprogram your new phone number onto the new
SeCONDARY phone and you may then begin to use it. Before you buy another phone (with ~.'

the proc8t!Jds from your insurance company), please call CES, INC. We wl1l advise you as to the ·'·f
procedure ofmaking the two phonescompatible.'~.

Should you decide to sell your SECONDARY (EMULATED) phone or return it to the manu- ..
facturer for any reason, please call CES, INC. and we will rt!JS8t the phone to its original ESN.
There will be a nominal charge plus freight and handling charges for this service.

CES, INC. ****** MAKING TOMORROWSTECHNOLOGYAFFORDABLETOOAYI

TOTI=lL.. P.e?
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